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Industry-leading threat intelligence. The largest threat detection network in the world.



Threat Landscape

CVE
[ Common Vulnerabilities and Exposure ]

Common Vulnerabilities and Exposures (CVE®) is 
a dictionary of common names (i.e., CVE 
Identifiers) for publicly known vulnerabilities. 
CVE's common identifiers make it easier to share 
data across separate network security databases 
and tools, and provide a baseline for evaluating 
the coverage of an organization’s security tools.



Threat Landscape



Threat Landscape - Vulnerabilities

19.4%
• Network Accessible
• Low Complexity
• No Authorization

Low Hanging Fruit on Decline



Threat Landscape

1.5 Million Unique
Malware samples DAILY



Threat Landscape
Talos Tracks Billions of Emails Daily

Total Number of Spam Emails (billions)
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250+
Full Time Threat 
Intel 
Researchers

MILLIONS
Of Telemetry 
Agents

4
Global Data 
Centers

1100+
Threat Traps

100+
Threat Intelligence 
Partners

THREAT INTEL

1.5 MILLION
Daily Malware 
Samples

600 BILLION
Daily Email   
Messages

16 BILLION
Daily Web 
Requests

Honeypots

Open Source 
Communities

Vulnerability 
Discovery (Internal)

Product 
Telemetry

Internet-Wide 
Scanning

20 BILLION
Threats Blocked

Daily

INTEL SHARING

Talos Intel Background

Customer Data 
Sharing 
Programs

Provider 
Coordination 
Program

Open 
Source 
Intel 
Sharing

3rd Party Programs 
(MAPP)

Industry 
Sharing 
Partnerships 
(ISACs)

500+
Participants



Insights on Emerging Threats



Remember SamSam?



SamSam

Scan for JBoss
vulnerability

Encrypt files & 
demand payment

Move
Laterally
Through
Network

Install web shell

Install 
SamSam
malware



• CVE-2007-1036
• “…JBoss does not restrict access to the console and web management 

interfaces…”

• CVE-2010-0738
• “The JMX-Console web application … performs access control only for the GET 

and POST methods...”

BTC Wallet received over $120,000

Two Critical JBOSS CVEs



Sam Sam – Round 2



Sam Sam – Round 2

30.4 BTC ~=  $325,000
1st wallet transaction posted December 25, 2017





445 TCP

DOUBLEPULSAR

ETERNALBLUE

Scans IP subnet

445 TCP

Scans external IPs
445 TCP

WannaCry





Nyetya



Nyetya Propagation

ETERNALBLUE

Scans IP subnet
139 TCP

Perfc.dat
PSEXEC

WMI

ETERNALROMANCE



Malware Credential Stealing

• Command line

– Modified version of Mimikatz pen testing tool.

– Credentials passed over a named pipe.

• Malware collects stolen credentials as it propagates.

• Collects current user token via Windows API.

rundll32.exe C:\Windows\perfc.dat,#1 60 "username:password”

C:\WINDOWS\TEMP\561D.tmp, \\.\pipe\{C1F0bf2d-8c17-4550-af5a-65a22c61739c}



M.E. Doc

• Windows .Net app used for tax processing.
• Auto Update 
• Webserver and update server analysis showed exploitation 

would be trivial over a number of vectors
• PHP Webshells



M.e.Doc Connect ion



Nyetya Payload



Genuine Ransomware?

§ Single bitcoin wallet means difficult to follow who has paid.

§ Single contact email address, now blocked means that 

you can’t contact the criminals even if you want to.

§ If admin, MBR is overwritten.

§ If not admin, wipes first 10 disk sectors.

§ If have software “avp.exe” running, wipes first 10 disk sectors.



Attribution from US and UK



CCleaner



Beta Testing New Engine in 
AMP Leads to Discovery –
CCleaner Serving Malware

• new exploit detection technology 
identified an executable triggering 
our advanced malware protection 
systems

• malicious payload featured a 
Domain Generation Algorithm 
(DGA) as well as hardcoded 
Command and Control (C2) 
functionality



Digital Signature of CCleaner 5.33

• Malware bundled with CCleaner was digitally 
signed!!!

• This certificate should be revoked and 
untrusted moving forward

• Likely an attacker compromised a portion of  
development or build environment

• Leveraged access to insert malware into the 
CCleaner build that was released and hosted by 
the organization





Data Collected on Infected Systems
Installed Programs Process List



Targeting the 2nd Stage Payload



Targeted to Tech Companies
2nd Stage only delivered to 23 specific domains

Ø Database Tracked 2nd Stage Delivery

Ø No Cisco Devices Delivered 2nd Stage



Command and Control Investigation

• Let’s play with statistics…



Command and Control Investigation

• Let’s play with statistics…



Command and Control Investigation

• Let’s play with statistics…



Olympic Destroyer





Olympic Destroyer



Olympic Destroyer



Cryptocurrency Miners



Cryptocurrency Values Explode



Obtaining Cryptocurrency



Hash Rates Explained

125 Hashes 
per Second

$0.25 per day 
in XMR



Pools FTW

2000 $500 per day 
in XMR



How Do Pool Miners Work?



Available Options for Stealth

• Control CPU Usage Percentage.

• Limit System Temperatures.

• Limit CPU core usage.

• Sleep Periods / Scheduled Task Run Times.

• AC Power Status



Cryptocurrency Miners



Cryptocurrency Miners



Cryptocurrency Miners



Cryptocurrency Miners



Cryptocurrency Miners



When Does It Become Malware?

• Intent – Was the mining software installed via deceptive 
techniques?

• Does the user know it is even running on their system?

• Most malicious miners are not the original mining 
software. They have been bundled with code required to 
install and maintain persistence.



What To Look For?

• Prolonged high system utilization.

• Attempts to connect to mining pools using common 
mining ports (TCP/3333, 4444, etc.)

• Creation of common malware persistence mechanisms 
(Run keys, WMI entries, Scheduled Tasks)



Necurs



“Hailstorm” Spam



“Hailstorm” Spam



“Hailstorm” Spam domain as seen in Cisco Umbrella



Necurs Spam by Country



Necurs Re-use of IP addresses



The Internet of Things



The Internet of Things, “born” between 2008-2009



Rob Joyce of the NSA TAO



The Dangers of Unchecked IoT

– “..there’s even the heating 
and cooling systems”

• Talos identified several 
flaws in Trane 
ComfortLink II 
thermostats and alerted 
Trane to them.

• Rob Joyce Chief, Tailored Access Operations NSA



The Dangers of Unchecked IoT

• CVE-2015-2867 - Hardcoded 
SSH credential vulnerability

• CVE-2015-2868 - Buffer 
overflow flaws leading to 
remote code execution

• Vulnerability Details



The Dangers of Unchecked IoT

• Where are the advisories?
• Download the update: 

https://www.trane.com/residential/en/resources/smart-
home-automation/installing-upgrading.html



The Dangers of Unchecked IoT



The Dangers of Unchecked IoT



The Dangers of Unchecked IoT



The Dangers of Unchecked IoT

• Where is the advisory??
• A fully functional, unrestricted 

BusyBox environment in an IoT
device means it’s useful for 
other “things”

• No one thinks about patching 
their IoT devices. Many devices 
lack an interface for this activity.

• Mr. Robot, anyone?



Talos publically shares security information through numerous 
channels to help make the internet safer for everyone.

Stay Informed

ThreatSource Newsletter
cs.co/TalosUpdate

Social Media Posts
Facebook: TalosGroupatCisco

Twitter: @talossecurity

White papers, articles, & other information 
talosintelligence.com

Talos Blog
blog.talosintelligence.com

Instructional Videos
cs.co/talostube



talosintelligence.com
@talossecurity
@jaesonschultz

jaeson@cisco.com


