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Genesis of this Talk

It’s all coming together:

Cloud, Cognitive, Containers 
and Chains



Core Inquiry

An Exploration of emerging and disruptive 

technologies at the intersection of  two forces:   

> Decentralization

> Artificial Intelligence
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Quick Agenda

> Decentralization

> Serverless Computing and Containers 

> AI/Cognitive Update 

> Blockchain PoV
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ETG Insights

Shift to Software Defined* will continue to move 
forward and become the norm

AI Trends: Intelligent agents pervading every aspect of 
business and personal interactions

Serverless computing (Function as a Service)will 
replace current distributed models Data Models will 
become hyper-distributed, virtualized and trusted

Network boundaries are dissolving to a perimeterless 
structure



IT at the Edge: Areas

> Decentralizing Data

▪ Blockchain Revolution, the “institution of One”

▪ Data Repositories: Rejection of  the “One Size Fits All”

▪ IOT : Data Firehoses like you have never seen

> Accessing the Enterprise

▪ VPN. VPN Who ? VPN What ?

▪ Remote Access 2.0: Life is good on the beach 

▪ MPLS goes into retirement

> Protecting our Assets

▪ Backups / Restore 2.0: When DR met “automatic”

▪ SIEM 2.0  - Intelligence applied == Smarter events

> Operating our Companies 

▪ Packaging  v 2.0  Enabling  a Microservice foundation

▪ Batch Computing:  Time to Stop Dating Yourself

▪ Serverless Edge Computing: Move the Code to the Data

“IT at the Edge” is about the tendency 

for IT to move towards decentralized 

structures



Discussion Framework

motivation solutions

outcomes examples



Decentralizing IT: Motivation

> Scale (volume, velocity, variety) has exceeded 

operating parameters of traditional centralized 

data management platforms 

> Data duplication is common practice in multi-party 

transaction within and across enterprises

> Centralized identity and verification models pose 

significant security and force “under” or “over” 

specification of data access levels for resources 

and attributes

> Governance, audit and guaranteed compliance 

are external to core transactional processes 

> Key aspects of the IoT are inefficient, lack privacy 

and trust



Decentralizing: Solutions

> Broad set of data layer implementation choices 

> Distributed Ledger Technology

> “Edge” distributed logic drives scale and efficiency

> IPFS-like  objectstores



Decentralizing: Outcomes

> Decentralized storage models enable the hyperscale  

> Distributed consensus allows networks to increase trust 
and self-organize

> Data owners can exercise fine-grained control and 

distribution to key and sensitive attributes

> IOT event and data producers can become inherently  

intelligent, offload logic and efficient
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contractors/partners/vendors/franchises

/customers/temp workers

Spurred by SaaS adoption, 

Enterprises are moving towards IT 

delivery models where all services 

are external to the organization

Accessing: Example



For Additional Analysis 

Refer to Supplemental Slides



Serverless, Containers: Moving Code to the Data
(Traditional N-Tier Architecture)



Compute

Storage

Network

Fabric Based 

Marketplaces

ContainersPhysical 

HW

Virtual 

Machines

Shift to Software Defined

Gen 1 Gen 2 Gen 3

Services

Gen 4 Gen Next

Software

Defined 

Infrastructure

Packages 

and 

Managed 

Runtimes

Serverless, 

Event Driven

Code



What’s  “dockerfile” ?



Serverless Architectures



Serverless Containers?





We are heading to places we have 

never been before



We’ve come a long way since …



AR for Children



Next Gen Grocery Store: IoT+AI



Social Robots: Meet Sophia



SingularityNET: AI+Blockchain



Reality Check

How Urgent Is This For Me ?



Artificial Intelligence is Not a Silo



Watson is a Set of Cognitive Capabilities
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Context: Watson vs Bluemix* 



A Complete Story: Watson Data Platform

Intelligent by Design

Collaborative for 
Teams

Self-service access to 
trusted data

Best in class streaming 
and real-time 
analytics 

Open and Extensible 

Premier content hub 

Core Tenets

iintelligent governance and policy enforcement

Persist

Analyze

Ingest Deploy

common data, pipelines and projects

Data Engineer Data Scientist Business Analyst Developer

Find Share Collaborate



Cognitive is about…

Cognitive is about Scaling Expertise

Cognitive is about  Intelligent Data

Cognitive is about  Intelligent Applications



Cognitive + Machine Learning = 

Power to Scale Expertise

Cognitive

> You are training people to 

follow steps in the process

> It involves reading and 

understanding text

> “An intern could do it”

> Ultimately, you are taking 

unstructured content - like text 

- and turning it into data in a 

human-intensive way

Machine Learning

> When content is already 
“data”

> You want to find patterns in the 
data, but you do not know 
what they are

> Or each time the pattern is 
different, so describing an 
algorithm is daunting

> Ultimately, you have the inputs 
and the answers, but want the 
machine to find the path from 
former to the latter



What Our Customers Are Building

Customer 
Agents

Anomaly 
Detection

Optimization
Semantic 

Knowledge



2. Master Data Matching

1. Virtual [Personal] Assistant

4. Next Best Action

3. Collaborative [Business] Agents 

Starter Projects



CUA: Saving Execs 8H/Week via Smart Analytics



A recent study1 estimated the impact that chatbots 

will have on two sectors, banking and healthcare, 

by 2022:

▪ $0.70 saved per customer interaction

▪ 4 minutes average time savings per chat (compared 

to call center)

▪ $8 billion in total savings, up from less than $100 million in 

2017

Live chatbots in customer service have show the 

ability to handle as much as 80% of inquiries
without human intervention2

41

Return on Investment in Chatbots

1 – Juniper Research, Chatbots: Retail, e-commerce, Banking & Healthcare 2017-2022 (link)
2 – Accenture, Chatbots in Customer Service (link)

https://www.juniperresearch.com/resources/infographics/chatbots-infographic-key-statistics-2017
https://www.accenture.com/t00010101T000000__w__/br-pt/_acnmedia/PDF-45/Accenture-Chatbots-Customer-Service.pdf


Chatbot Building Blocks
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The Blockchains are Comin’ 

The Blockchains are Comin’



Blockchain Revolution 1

In the Internet of the early 2000’s, Amazon, eBay and 

Google broke through as “Trust Brokers”, elevating 

the World Wide Web as “The Killer App”. Today, we 

understand this era of human endeavor pretty well. 

And while, Smart Phones, have made accessibility 

ubiquitous, we might look back at this progress as just 

a set of marginal improvement.



With Blockchain technology, institutions, government, 

business, will have access to a NEW FORM of TRUST
founded in mathematics, not human subjectivity, to define 

most aspects of our lives. 

Blockchain revolution represents the portal to a new era

with societal and business implications, both positive and 

negative, implications yet to be grasped and explored. 

Enterprises can not ignore this force for much longer 

without compromising their long term viability.

Blockchain Revolution Cont’d



Blockchain Lingo

forks

decentralized

protocols
Crypto

TRUST

CONSENSUS

intermediary

Distributed Ledgers
Immutable Records

uncertainty elimination
portable identity

user controlled data

global experiments

Genesis block

mining

SMART CONTRACTS

ICO

whitepaper

self-organizing networks

digital scarcity

atomic cross-chain transactions

cryptoeconomics 

tokenized asset offering

sovereign identity



Use Cases

Do You See Your Problem?



Are you ready to 

be a disruptor?

+Digital Business Digital intelligence

Cognitive Business 

Thank You



Supplemental Slides







Discussion Framework

motivation solutions

outcomes examples



Decentralizing IT: Motivation

• Scale (volume, velocity, variety) has exceeded operating 
parameters of traditional centralized data management 
platforms 

• Data duplication is common practice in multi-party 
transaction within and across enterprises

• Centralized identity and verification models pose 
significant security and force “under” or “over” 
specification of data access levels for resources and 
attributes

• Governance, audit and guaranteed compliance are 
external to core transactional processes 

• Key aspects of the IoT are inefficient, lack privacy and trust



Decentralizing: Solutions
• Broad set of data layer implementation choices 

• Distributed Ledger Technology

• Edge distributed logic drives scale and efficiency

• IPFS-Like  objectstores



Decentralizing: Outcomes
• Decentralized storage models enable the hyperscale  

• Distributed consensus allows networks to increase trust 
and self-organize

• Data owners can exercise fine-grained control and 
distribution to key and sensitive attributes

• IOT event and data producers can become inherently  
intelligent, offload logic and efficient
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Accessing: Motivation
• Increasing 3rd Party Access as Remote 

Users continues to impact overall 
security posture

• WAN Infrastructure inflexibility limits 
organizational growth and nimbleness

• Complex remote access infrastructure 
poses maintenance and performance 
challenges



Accessing: Solutions
• Identity aware proxies

• Dispersive Network Technology

• Perimeter-less Organizations

• Conversational User Interfaces (CUA)



Accessing: Outcomes
• Reduction or elimination of WAN circuits

• Elimination of most remote access infrastructure 

• Coarser grained Application access and auditability

• Endpoint management promises fulfilled



contractors/partners/vendors/franchi
ses/customers/temp workers

Spurred by SaaS 
adoption, Enterprises 
are moving towards IT 
delivery models where 
all services are external 
to the organization

Accessing: Example



Protecting: Motivation

• Tighter RTO/RPO requirements

• Data growth & dispersion challenges

• Expanded regulatory compliance

• Proactive monitoring network 
endpoints ( consumers and producers)



Protecting: Solution
• Dispersive Networks 

• Next-gen backup and restore

• Software Defined Data Center (SDDC)

• Homomorphic encryption-based services 



Protecting: Outcomes
• SLAs as central recovery configuration parameter

• Inherent Disaster Recovery 

• Continuous Compliance (internal , external)



Protecting: Example

Next-gen data 
protection solutions 
blur the lines 
between storage and 
backup in a multi-
cloud vendor context



Operating: Motivation
• DevSecOps has moved SDLC to a 

continuous process

• Microservice oriented architectures

• Streaming Data/Events

• Polyglot environments (code, data 
persistence)



Operating: Solutions
• Enterprise PaaS : Runtimes (Logic, Data), Toolchains

• Enterprise PaaS: AuthN/AuthZ, Compliance, Orchestration

• Edge Computing



Operating: Outcomes
• *aaS Provider responsible for management 

responsibilities

• Continuous [Integration | Delivery | Compliance]

• Intelligent Fabric Computing 



Operating: Example

Event driven micro-
services replace batch 
oriented operations, 
while creating 
opportunities for inline 
validation and 
compliance



Supplemental 



Cloud Operating System Evolution

Distributed Ledger Technology

Source: BigchainDB



PER USE CASE

Getting 
Started

Network 
Identification

Intermediary 
Identification

Friction
Identification

Why is This Way ?
Does it have to be this way?

What happens if it is changed ?



The Rise of Edge Computing 

Source: Hurwitz and Associates:  
2018 Predictions  http://mailchi.mp/hurwitz/what-to-expect-in-2017-1mkj8bj2sc?e=328d31641f


