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Traditional Network Model Cloud Network Model

Changes in the Corporate Network Model
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RISKS OUTSIDE THE FENCE LINE: WORKING FROM HOME

Pre-Pandemic Model

• Only select groups have remote 
access

• Limited access and functionality 
(email, select portals)

• Manageable home-worker 
deployment model

100% Remote Worker Model

• Everyone is working remotely

• Do VPN users have access to all 
things?

• What does your remote network 
security profile look like?

• Has security been relaxed to 
accommodate remote users?

• Do you have the technical and 
support resources to handle the 
load?



RISKS OUTSIDE THE FENCE LINE: THE 
RISKS OF WORKING FROM HOME

Scenario: Risks from IoT & Home Network Config

• Threat actor conducts proximity attacks from smart devices

• Home routers have insecure configurations, default 
passwords, outdated firmware, known exploitable software 
vulnerabilities, remote administration accessible from the 
Internet

Once compromised

• DNS server addresses often changed (DNS Hijacking)

• Inside home traffic intercepted in general

• Router infected with malware to be used as part of a botnet



RISKS OUTSIDE THE FENCE LINE 
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WHAT’S GOING ON WITH THE DATA?



YEAR OVER YEAR DATA 
GROWTH
(~600% GROWTH PER 
YEAR)
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All Data

Unstructured Data



WHY PRIVACY 
AND DATA ARE 
CRITICAL

• 95% are concerned about businesses collecting and selling 
personal information without permission

• 55% of consumers say companies should have primary 
responsibility for the security of their online and mobile accounts



PRIVACY RIGHTS



Frameworks & 
Reference Architectures



Frameworks & 
Standards

• ISO (27001, 27002, 
27017)

• NIST (RMF, 800-53, CSF)

• CSA Cloud Controls 
Matrix

• CIS Top 20



RISK FRAMEWORK ASSISTANCE
(WORK FROM HOME)

NIST 800-46 & CIS Top 20

POLICY TRAINING & 
AWARENESS

▪ Policy and Procedures
▪ Remote Training
▪ Remote Incident Response
▪ Remote Policy Acceptance

SECURITY ARECHITECTURE

▪ System Hardening
▪ Threat Modeling
▪ Risk Assessment
▪ Compensating Controls
▪ Threat Protections
▪ Network Segmentation
▪ Sensitive Data Access 

Rights
▪ Remote Access Server 

Security

REMOTE ACCESS SECURITY

▪ Remote Access Server Patch Mgmt.
▪ Remote Access Server Security
▪ Remote Access System Threat 

Modeling
▪ Remote Access Server
▪ Network Architecture
▪ Remote Access Policy
▪ Authentication Processes
▪ Multi-Factor Authentication
▪ Mobile Device Remote Access
▪ Compliance Validation
▪ High Security Connections
▪ Administrative Remote Access
▪ Encrypted Transmission

DEVICE SECURITY

▪ Security Control Compliance
▪ VDI/VMI Support
▪ Remote Endpoint Patching
▪ Remote Endpoint 

Vulnerability Scanning
▪ Endpoint Firewalls
▪ Mobile Device Remote Access 

Controls
▪ Data Encryption
▪ Session Management
▪ BYOD Management

SYSTEMS LIFECYCLE

▪ Risk Based Decision Process
▪ Periodic Program Review
▪ Network Solution Security
▪ Access Solution Design 

Process
▪ Operational Management
▪ Asset Disposal

ACCOUNT MONITORING AND 
CONTROL

▪ Multi-Factor Account 
Management

▪ Re-Authentication Policy 
and Standards

▪ BYOD Account Restrictions
▪ Data Flow Mapping and 

Compliance

DATA RECOVERY

▪ Business Continuity
▪ Backup/Recovery system
▪ Disaster Recovery
▪ Sensitive Information 

Backup/Recovery
▪ Backup Data Protection

INCIDENT RESPONSE & MGMT

▪ Incident Management 
Program

▪ Incident Management Roles 
and Responsibilities

▪ Incident Response 
Communication Plan



RISK FRAMEWORK ASSISTANCE
(WORK FROM HOME)



NIST PRIVACY 
FRAMEWORK
• Released version 1.0 on January 16

• Defines Personal Data

• Includes information about specific individuals, 
such as their addresses or Social Security 
numbers, that a company might gather and 
use in the normal course of business

• A voluntary tool that can help organizations 
manage privacy risk arising from their products and 
services, as well as demonstrate compliance with 
laws that may affect them; 

• CCPA or GDPR compliance

• Aligns with NIST CSF Security Framework



DIGITAL DATA REFERENCE ARCHITECTURE



Questions?


