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Changes in the Corporate Network Model
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RISKS OUTSIDE THE FENCE LINE
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RISKS OUTSIDE THE FENCE LINE: WORKING FROM HOME

e Only select groups have remote e Everyone is working remotely
access e Do VPN users have access to all

e Limited access and functionality things?
(email, select portals) e What does your remote network

e Manageable home-worker security profile look like?
deployment model e Has security been relaxed to

accommodate remote users?

e Do you have the technical and
support resources to handle the
load?



Popular home routers
plagued by critical security
flaws

A study paints a dim picture of router security\as none of the 127 devices tested/was free
—
vulnerabilities

otherfndm_g_vyg_g_thatmost of tl'

iters are affected by hundreds |

the worst cases, some routers

a_n't been updated for more
N five years.

RISKS OUTSIDE THE FENCE LINE: THE
RISKS OF WORKING FROM HOME

Scenario: Risks from loT & Home Network Config
* Threat actor conducts proximity attacks from smart devices

* Home routers have insecure configurations, default
passwords, outdated firmware, known exploitable software
vulnerabilities, remote administration accessible from the
Internet

Once compromised

* DNS server addresses often changed (DNS Hijacking)

* Inside home traffic intercepted in general

* Router infected with malware to be used as part of a botnet



RISKS OUTSIDE THE FENCE LINE

Incredible Cloud Adoption Stats ‘ é
(Editor’s Choice):

» The public cloud service market is expected to reach $623.3 billion by 2023 worldwide.

» 83% of enterprise workloads will be in the cloud by 2020.

» 94% of enterprises already use a cloud service. IOT’ CIOUd Priva Cy
> 30% of all IT budgets are allocated to cloud computing. Applications, & Data

> 66% of enterprises already have a central cloud team or a cloud center of excellence.

» Organizations leverage almost 5 different cloud platforms on average.

» 50% of enterprises spend more than $1.2 million on cloud services annually.

The cloud is already a big deal and it's only going to keep growing for any foreseeable future.

Changing passwords and securing accounts

78% of account holders have a password that has not been changed in a year or longer

and 46% use a password that is five years or older, The awareness of frequent change of
passwords to prevent account hacks is still pretty low despite the security incidents increasing.

Even though 74% of consumers were familiar with two-factor authentication, only third of them
turned to 2FA for one or more accounts in the past 12 months.



WHAT’S GOING ON WITH THE DATA?

DATA

80% 600% 53%

of all data Year over year data growth is ...of companies have 1,000+
is unstructured expected set to reach 11.7ZB sensitive files accessible to
in 2023, every employees

94% of Respondents Using Cloud*

In 2025, 49% of the
world’s stored data will
reside in public
cloud environments, up
from ~20-25% in 2018**

3%
Private
Cloud




YEAR OVER YEAR DATA
GROWTH

(~600% GROWTH PER
YEAR)

2020

® AuData
@ Unstructured Data
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PRIVACY

46% 27 $100k

of US firms suffered a data ...US States currently have or 33% of US citizens value their
breach in 2018, almost twice are currently setting online online life at $100k or
as much as 2017* privacy laws?® greater®

WHY P RIVACY *  95% are concerned about businesses collecting and selling

personal information without permission

AND DATA ARE

* 55% of consumers say companies should have primary
C RITI CAI_ responsibility for thesecurity of their online and mobile accounts




PRIVACY RIGHTS

New and continuously
updated privacy regulations

* International, Federal
and State

+ SOX, HIPAA, FINRA, GDPR,
Sarbanes-Oxley, NYDFS,
CCPA

Consistently changing audit
and regulatory issues

* Heavy fines for non-compliance
* Inability to quickly meet audit
requests and requirements

* Lack of data lineage to allow
for completing DSARs

o

Lack of security controls leads
to over-exposed sensitive data

+ What data is to be regulated,
where it is and who has
access?



Frameworks &
Reference Architectures



Frameworks &
Standards

« 1SO (27001, 27002,
27017)

* NIST (RMF, 800-53, CSF)

¢ (CSA Cloud Controls
Matrix

* CISTop 20
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iT (2015):

IS0 27017: Code of Practice for Information Security Controls Based on ISO/IEC 27001
for Cloud Services, provides guidance based upon ISO 27002 for the cloud services

industry
This standard provides guidance specific to cloud-service providers on 37 of the controls
in IS0 27002, but also features seven new controls:

= Shared roles and responsibilities within a cloud computing environment
= Removal of cloud service customer assets

. Segreaation in virtual computing environments



RISK FRAMEWORK ASSISTANCE

(WORK FROM HOME)

POLICY TRAINING &

AWARENESS

= Policy and Procedures

= Remote Training

= Remote Incident Response

Remote Policy Acceptance

SYSTEMS LIFECYCLE

Risk Based Decision Process
Periodic Program Review
Network Solution Security
Access Solution Design
Process

Operational Management
Asset Disposal

SECURITY ARECHITECTURE

System Hardening
Threat Modeling

Risk Assessment
Compensating Controls
Threat Protections
Network Segmentation
Sensitive Data Access
Rights

Remote Access Server
Security

ACCOUNT MONITORING AND
CONTROL

Multi-Factor Account
Management
Re-Authentication Policy
and Standards

BYOD Account Restrictions
Data Flow Mapping and
Compliance

REMOTE ACCESS SECURITY

Remote Access Server Patch Mgmt.
Remote Access Server Security
Remote Access System Threat
Modeling

Remote Access Server
Network Architecture

Remote Access Policy
Authentication Processes
Multi-Factor Authentication
Mobile Device Remote Access
Compliance Validation

High Security Connections
Administrative Remote Access
Encrypted Transmission

DATA RECOVERY

Business Continuity
Backup/Recovery system
Disaster Recovery
Sensitive Information
Backup/Recovery
Backup Data Protection

DEVICE SECURITY

Security Control Compliance
VDI/VMI Support

Remote Endpoint Patching
Remote Endpoint
Vulnerability Scanning
Endpoint Firewalls

Mobile Device Remote Access
Controls

Data Encryption

Session Management

BYOD Management

INCIDENT RESPONSE & MGMT

Incident Management
Program

Incident Management Roles
and Responsibilities
Incident Response
Communication Plan



RISK FRAMEWORK ASSISTANCE

(WORK FROM HOME)

Policy, Training & Awareness Secure Architecture Authentication Device Security

000 O

Systems Lifecyle Account Monitoring & Control Data Recovery Capabilities Incident Response & Mgmt

0O 0O0

M In Place
M Partially In Place

B Not In Place

m Not Applicable




A

RECOVER

IDENTIFY

NIST
Framework

RESPOND

PROTECT

DETECT

NIST PRIVACY
FRAMEWORK

* Released version 1.0 on January 16
* Defines Personal Data

* Includes information about specific individuals,
such as their addresses or Social Security
numbers, that a company might gather and
use in the normal course of business

* Avoluntary tool that can help organizations
manage privacy risk arising from their products and
services, as well as demonstrate compliance with
laws that may affect them;

* CCPA or GDPR compliance
* Aligns with NIST CSF Security Framework



DIGITAL DATA REFERENCE ARCHITECTURE

=

Data Creation (|

Data Governance
and Protection

Wvaronis B® Microsoft

Datu Classification

Content Scanning

Human

Contextual
Understanding

User Tagging

Maving Diata

Application

Encryption
Data Storage

Hadoop

SharePoint

File Server

SharePoint

Data Loss Protection

[ NG Firewall | [ webProxy |
[ CASE ] SEG | [ 7
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v Symantec. InMotion proofpoint.

On-Prem or Cloud

User Endpoint and Devices B® Microsoft
E proofpoint.
v Symantec

&

SaaS 0345
loa$S AWS

PaaS BOX

Directory and Data Services

%I

Single Sign On

B" microsot OKEQL M

}

Governance

Business Strategy for Data
Classification Policy

Data Usage and Movement Policy
Data Lifecyde

Access Reviews

Segregation of Duties
Certification and Attestations
Privacy Consent Management
Privacy Laws end Compliance

@SailPoint T Wwaronis

Database Activity Monitering

Analyties

| Maonitor Database Activity

Dara Access Analytics

[ Analyze Adfivity ] [ Data Use and Mavement Analytics

SIEM

B® Microsoft

Wwvaronis

" Enriched Analytic data
obout user behavior

Incident Respense

Communication Plan ‘

Action Flan |

:#*LogRhythm







