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Incident
Response

Trends and 
Analyses 

83%
of incidents SCWX 
investigated in Q2-

2020 were financially-
motivated.
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Q2 2020
Threats as
Observed
Through IR

83%
FINANCIALLY-MOTIVATED

Business Email

Compromise

Ransomware Digital

Currency

mining

Banking

trojan

Adware

Spam

Telephone Scam

Denial of Service

Webscript

Remote access trojan

Web shell

Other

11%
INSIDERS

6%
NATION-STATE

Malicious | Negligent
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Incident
Response

Trends and 
Analyses 

43%
of incidents SCWX 
investigated in Q2 
2020 began with 

compromised 
credentials.
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How
are they
getting in? 20%

SCAN & EXPLOIT

27%
PHISHING

43%
CREDENTIALS

6%
INSIDER

ACCESS

19% - RDP

24% - Brute-force

57% - Other

2%
THIRD-PARTY

ACCESS

2%
REMOVABLE

MEDIA
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Ransomware
as a Service

Market Landscape
2005

The year SCWX 
analyzed the first known 

ransomware threat.
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Fierce Competition

The RaaS Market is Complex and Competitive
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REvil/Sodinokibi Ransomware | Secureworks

Image Removed for Distribution

https://www.secureworks.com/research/revil-sodinokibi-ransomware
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Robust Agile Development Sprints
The cadence by which GOLD SOUTHFIELD released new REvil versions (see Figure 1) indicated a structured process by experienced 
malware developers. On October 7, CTU(TM) researchers identified REvil 1.05. The timing of this version adheres to the monthly release 
pattern.
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REvil Ransomware: The GandCrab Connection | Secureworks

https://www.secureworks.com/blog/revil-the-gandcrab-connection


//Secureworks/Confidential - Limited External Distribution
Classification: //SecureWorks/Confidential - Limited External Distribution:

Mergers and Acquisitions
…Unknown's claims, if true, present a scenario where an affiliate gains experience within a RaaS environment, builds rapport with an advanced 

threat group, convinces the threat group to sell its code, and then splits from the threat group to build a distinct RaaS offering
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Ransomware is the Number One Cyber Threat to Organizations Today | Secureworks

Image Removed for Distribution

https://www.secureworks.com/resources/pc-s01e007
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Channel Programs and Affiliate Business Models
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Netwalker ransomware earned $25 million in just five months (bleepingcomputer.com)

Image Removed for Distribution

https://www.bleepingcomputer.com/news/security/netwalker-ransomware-earned-25-million-in-just-five-months/
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Customer Support 
Prompt and courteous service is a differentiator…
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https://www.reuters.com/article/us-cyber-cwt-ransom/payment-sent-travel-giant-cwt-pays-4-5-million-ransom-to-cyber-criminals-idUSKCN24W25W

https://www.reuters.com/article/us-cyber-cwt-ransom/payment-sent-travel-giant-cwt-pays-4-5-million-ransom-to-cyber-criminals-idUSKCN24W25W
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Call to action.
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Implement 
Multi-Factor 
Authentication

Prevention 
Recommendations from 
Incident Response Team
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Secureworks 2019 Incident Response Insights Report | Secureworks

https://www.secureworks.com/resources/rp-incident-response-insights-report-2019
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Implement 
Endpoint 
Detection & 
Response

Detection 
Recommendations from 
Incident Response Team
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Ragnar Locker Operators

iTWire - Big US travel management firm CWT pays out US$4.5m to 
ransomware gang

https://www.itwire.com/security/big-us-travel-management-firm-cwt-pays-out-us$4-5m-to-ransomware-gang.html
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Reset 
Compromised
Account
Credentials

Response 
Recommendations from 
Incident Response Team

15

Image Removed for 
Distribution

Secureworks 2019 Incident Response Insights Report | Secureworks

https://www.secureworks.com/resources/rp-incident-response-insights-report-2019
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thank you.
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