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Who am I?

Joe Marshall

Hacking, IoT, and keeping the internet safe.

Baltimore, MD

Senior Security Strategist and threat researcher

@immortanjo3

josmarsh@cisco.com



Our job is protecting your network
Talos is the threat intelligence group at Cisco. We are here to fight the good fight —

we work to keep our customers, and users at large, safe from malicious actors.
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625B
web requests

per day

200+
vulnerabilities

discovered per year

1.4M+
new malware

samples per day

World-class breadth and depth of Cisco Talos

30B
endpoint 

events per day 

840K
networks
protected

87M
endpoints
protected

67M
mailboxes 
protected



Real Quick
Make sure you’re up on this



CVE-2023-23397



I will have a job forever



Understanding 
ransomware & 
Russia & you

Where we are now



Russia and the Cartels

“Vryano” 



Example: Conti Cartel 
(RIP) 



There is a cost



Degraded Functionality
https://www.cisa.gov/sites/default/files/publications/CISA_Insight_Provide_Medical_Care_Sep2021.pdf



Springhill Medical



Admin Access for Sale



2022: Data Exfiltration



Example



Confirmed CTIR ransomware incidents per sector, Jan.-Sept. 2022



Activity across ransomware groups 
Number of posts made to ransomware data leak sites tracked by Talos, January-October.



Jan 2023 Cartel Activity



Ransomware as a percentage of IRs, 2022



Range of tools across stages of an attack

CREDENTIAL ACCESS AND COLLECTION
DomainPasswordSpray |  Password spraying

Hashcat |  An advanced password recovery utility that can help enable distributed 
password cracking

Invoke |  NTLMExtract - PowerShell Empire script (“Invoke-NTLMExtract.ps1”)

NPPSpy |  Gathers credentials stored in plain text

WebBrowserPassView |  Password recovery tool that reveals the passwords stored 
by commonly used Web browsers

NinjaCopy |  PowerShell script (“NinjaCopy.ps1”) part of the PowerSploit module 
used to dump “NTDS.dit”, a database that stores Active Directory data

DEFENSE EVASION
SharpUnhooker |  Provides antivirus evasion

LATERAL MOVEMENT AND PRIVILEGE ESCALATION
SharpZeroLogon |  An exploit for Zerologon, CVE-2020-1472

RECONNAISSANCE
SharpUnhooker |  A suite of automated hacking tools to exploit insecure admin 
panels or vulnerable platforms and websites

Range of tools observed across CTIR engagements in Q3 (July-September 2022)



Cyber attacks in 
Ukraine
One year later



A refresher of cyber attacks in Ukraine

February 2014

Russia invades 
Ukraine, taking the 
Crimea Peninsula 
and Donbas region

December 2016

Industroyer attack 
disrupts power again

December 2015

Russia launches cyber 
attack, Black Energy 2, 
disrupting power 

2017 NotPetya

Supply Chain attack 
– costliest attack in 
history

April 2022
Industroyer2 

attempts to disrupt 
power

February 2022

Russia invades 
Ukraine. Talos forms 
Task Force SU to 
assist defenders in 
UA

Feb-June 2022

WhisperGate, BGP 
hijack, Caddy Wiper  
,Viasat, etc

June 2022
Pivot to deeper 
espionage and 
supply chain 
disruption



Supply Chain and 
GoMet in Ukraine
• Targeted a massive supplier in 

Ukraine

• Absolute viability in unconnected 
systems

• Few, if any, look for or know about 
it

• Sounds a little familiar….



Nothing in the world compares to Ukraine’s 
CI issues

• 25,000 km of high KV lines
• 120+ HV substations

• It’s far worse than you think



A different game
For the first time, war targeting 
infrastructure to ICS/IoT.

Further evidence of cyber attacks 
working in conjunction with kinetic 
attacks targeting critical infrastructure.



Conclusions of adversary 
behavior - SSSCIP



Example: Phishing HTMLs detected in UKR

• DETECTED by CSE as "JS:Trojan.Cryxos.10073”
• This is a phishing HTML that targets: 

chajkina_k@ua.energy
• FEB 6/7 2023 – Active investigation

mailto:chajkina_k@ua.energy


This is the tip of 
the spear
• Kinetic and cyber disruptions are 

impacting reliability

• The very edge of CI and enterprise 
resiliency 

• Ukraine’s ruggedness is amazing



Where are we 
going?



Mansplaining as a service 
(MaaS)



The Hype



The Reality



The Reality pt. 2



What do we take 
away from this?



Prevention is where 
you start ……
• …resiliency is where you want to 

be

• Visibility, monitoring, and your 
security fundamentals are 
incredibly important

• Supply chain vulnerability is 
incredibly high – Solarwinds etc.,



@talossecurityblog.talosintelligence.com


