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The Changing 
Business, 
Technology, & Threat 
Landscape
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Unstructured 
Data Sprawl

80% of the 
projected 175 

zettabytes of data 
by 2025 will be 
unstructured

Source code is the 
most frequently 

exposed data type

AI-based 
Threats

Thousands 
malicious URLs 
and domains to 

capitalize on genAI

AI-based malware 
is a growing 

security concern

Unpredictable 
User Behavior

82% of data 
breaches involve 

the human element 
and 61% involve 

credentials

70% of users 
continue 

to work remotely

Connectivity 
Performance

Network 
optimization and 

troubleshooting of 
access anomalies 
require analysis of 
vast amounts of 

data

Generative AI 
Apps

ChatGPT fastest-
growing app in 

history with 100M 
users 2 months 

after launch

AI app use up 
22.5% over the 

past two months

ChatGPT
Google Bard
Grammarly

New Connected 
Devices

By 2025, ~80 billion 
devices will be 

connected to the 
Internet

More than 25% of 
cyberattacks 

against businesses 
will involve IoT

Modern Challenges May Catch Organizations’ Defenses Off Guard 
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Yesterday vs Today
Data is now everywhere; including the local office

THE INTERNET!

Yesterday
Users, Apps, and Data located within the company perimeter

Security on-premises made sense!

Today
Users, Apps, and Data located outside the company perimeter

Security on-premises is broken - nothing is there anymore!

GENERAL WEBMANAGED APPSUNSANCTIONED PUBLIC CLOUD
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Deteriorating Visibility and Control
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Internal 
Users

Remote 
Users

How do you control what users do inside of business-led SaaS applications?

Security Leader Challenges
• Movement to SaaS has exposed risks related to our 

inability to deliver high efficacy controls while at the 
same time managing our attack surface.

Network Leader Challenges
• Fear that moving to the cloud will cause us to lose 

capabilities of the data center and what we control?
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The Era of Rapidly Expanding Data and Threat Landscape

More information to analyze from more sources

More data to protect, more diverse, more unstructured

Increased threat sophistication

New Cloud Data and AI Ecosystems

Modern business practices to enable

Expanded network locations and connections

More devices to connect
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Increase in Evolved Cloud Threats

9

Security & Network Leader Challenges
• Inability to detect and prevent malware and 

phishing from “trusted” SaaS applications

• Increased Ransomware prevents standard 
operations

• Bypass of common SaaS business traffic 
(MSFT 365 traffic) creates blind spots for 
malware infiltration 

How do you detect and prevent malware in trusted SaaS apps?
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Insufficient Data Protection
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Security & IT Leader Challenges
• Movement to cloud has rendered my existing DLP

controls ineffective 

⎻ Unable to safely collaborate with 3rd party
business partners

⎻ Unable to control data theft to personal cloud 
storage

⎻ Unable to prevent sensitive data movement to 
exposed public cloud storage

SENSITIVE
DATA

CorporatePersonal Partner
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What about AI?
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Artificial Intelligence – From 1948 until present day
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What Generative AI Apps Can Do: Endless Possibilities
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Data Exposure, Risks and Compliance Implications

Employee used the AI chatbot to summarise minutes 
from a meeting, which got leaked to the public.

Source code exposed to the public. Employees inputted code 
into ChatGPT for debugging and optimization.

Banking giants, high tech companies and entire countries restrict ChatGPT access

First reported incidents
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Generative AI - Transformational to Work Across Industry
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Generative AI - Responsibly Enabling and Protecting Data

16



2023 © Netskope Confidential. All rights reserved.  

Preparing for Black Swan Events - AI Takeaways
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How is your organization balancing new digital transformation 
objectives?
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PRODUCTIVITY RISK
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The Expanding Complexity of the Modern Enterprise
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TODAY — HYBRID WORK

What else will tomorrow bring? 

Campus Data CenterBranchRemote 
Users

BYODBranch of 
One 

Internet of 
Things

Web Public 
Cloud

Managed 
SaaS

Unmanaged 
SaaS

Ecosystem 
Apps



2023 © Netskope Confidential. All rights reserved.  2023 © Netskope Confidential. All rights reserved.  

Journey to a 
Transformed, Adaptive, 
& Converged 
Architecture

20



2022 © Netskope Confidential. All rights reserved.  

Ancient Astronomers - Geocentric Model
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Modern Astronomers – Heliocentric Model
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Ancient Data-Center Centric Model

Data 
Center

Mobile 
User

SaaSIaaS

Internet

Branch Office

Office 
Users

Remote
Partners

Branch 
Office

Remote 
HQ
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Modern User-Centric Model

Remote 
HQ

Remote
Partners

Mobile 
User

Users
Branch 
Office

IaaS SaaS

Data 
Center

Branch 
Office
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What If Your Network & 
Security Worked Together?
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• A fast, global security infrastructure to 
support all your users, in any location, 
accessible 24x7x365

• Complete data-centric services 
delivered from the cloud, where and 
when needed…

• Coverage for all your applications, data 
and even IoT devices?

• Built for a world moving towards ”any-
to-any” communications — a mesh.

Private 
Cloud

Branches 
of One

Data Center

IoT CloudBranch

Multi Cloud

Remote 
Workers

IoT

SaaS

Web

Cloud-Powered 
Security and 
Networking 

Infrastructure
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Modern User Centric Model = Secure Access Service Edge (SASE)

• SASE is the convergence of Security-
as-a-Service and Network-as-a-Service

• SASE is becoming as disruptive to 
network and network security 
architectures as IaaS was to the data 
center 

• Hub-and-Spoke networks are obsolete

• Digital business transformation will 
require adaptive edge architectures 
like Secure Access Service Edge

The Future of Network Security Is in the Cloud 
Gartner ID G00441737, 8/30/2019

SASE

Secure Access 
Service Edge

Latency Optimization

Network Edge

UEBA
RBIPath Selection

SaaS Acceleration
FWaaS
QOS

SD WAN

ZTNA

SWG
DLP

CASB

Network
As-a-Service

Security 
Service Edge
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Convergence of Networking & Security Requirements

• Performance
• Capacity
• Availability
• Resiliency
• SLAs

Networking “Must Haves”

• Visibility & analytics
• Data protection
• Threat protection
• Risk management
• Employee education

Security “Must Haves”

Remove implicit trust    |    Refine least privilege access    |    Continuously monitor

Zero Trust

SASE
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Today VS Tomorrow
Security needs to be decoupled from the corporate network; as per all of your users, apps, and data

GENERAL WEBMANAGED APPSUNSANCTIONED PUBLIC CLOUD

Today
Users, Apps, and Data located outside the company perimeter

Security on-premises is broken - nothing is there anymore!

Tomorrow
Modern Architectures (SASE & SSE)

Security is decoupled from the network and moved outside the perimeter

SFO

GENERAL WEBMANAGED APPSUNSANCTIONED PUBLIC CLOUD

NY
BER SYD

TOK

LAX
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SASE = Converged, Adaptable, Network & Security Platform
External Private

Public Cloud      Private Cloud       Data Center

Network & Security Convergence

Secure Access Service Edge (SASE) Cloud Access Security Broker (CASB)
Secure Web Gateway (SWG)
Zero Trust Network Access (ZTNA)
Data Protection (DLP)
Cloud Firewall (CFW)
Remote Browser Isolation (RBI)
Digital Experience Mgmt. (DEM)
Posture Management (CSPM/SSPM)
genAI Protection (SkopeAI)

Security Service 
Edge (SSE)

WAN Edge 
Services

Unmanaged SaaS    Managed SaaS        Web

Hardware and Virtual SD-WAN
Endpoint SD-WAN

Wireless WAN (4G/5G)
Firewall and IDS/IPS

Multi-Cloud Networking
Intelligent IoT

Voice and Video Optimization
Quality of Experience (QoE) Netskope NewEdge Private Cloud

IoT/OTUnmanaged HeadquartersBranch FactoryManaged
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Rich Context For Adaptive Decision Making
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Identity/Access
MFA, SSO, ZTNA
Step-up Authentication

App Trust / 3rd Party Risk
58,000+ apps & services
Actionable in policies
Real-time Coaching

User Trust
Insiders, Compromise, Data Exfiltration
User confidence index scoring (UCI)
Actionable in policies

Device Trust
Posture Checks, SW/Config, Location
Un/Managed, Laptop, Mobile, IoT

Ecosystem Trusts
IOC Sharing, Automation/Workflow
Log Export, Risk Exchange

Analytics Feedback Loop
Continuous Monitoring, Behaviors, Trends, 
Unknowns, Closed Loop Policy Refinement

Data Protection/DLP
Inline & API for Un/Managed Apps

AI/ML Document/Image Classifiers
Web, SaaS, IaaS, Email, & Endpoint

Threat Protection
Anti-malware, ML Analysis

Malicious Docs, Phishing
Sandbox, RBI, CFW, IPS

Cloud Context
Web, SaaS, IaaS Traffic
Decodes Cloud Traffic
App, Instance, Activity

Zero Trust 
Engine
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A Zero Trust Engine - Driven by Dynamic Observability 

User Behavior

Vulnerability 

Geolocation

Controls follow the data

Financial Viability 

Maturity 

Compliance 

Threat Intel

Targeted Threat Activities 

Vulnerability 
Data Classification

Data Source Data Behavior 

Attack Target

Geolocation

Managed / Unmanaged Device
Risk

User
Risk

Data
Risk 

App
Risk

Real-time, Customizable 
User Coaching

Managed

Identity Device
Risk

SaaS 
App

App 
Instance

App 
Risk

URL 
Category

Activity 
Controls

User 
Risk Threat Data Risk

(DLP)
Policy 
Action

Personal/
BYOD

Pat Smith
Accounting

Logged in as 
psmith@

gmail.com

Google Drive

Sanctioned
Unsanctioned

Company Excellent 
rating

(low risk)

Breadth of 
50K+ Apps

Cloud 
Storage

130+ 
categories

Upload
Share
Create
Delete
Move

Download
(120+)

Threat Intel
AV

Sandbox
IPS
ML

CTE

GDPR
AU Privacy

Act

Over 3000+ 
classifiers

Contextual:
Allow
Coach
Block

Encrypt
Legal Hold
Quarantine

Personal

93 ↓863

Behavior 
Tracking 

(moderate 
risk)

(UEBA)
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Heavy office use

Many data centers

Many branches, 
Heavy VPN use

Emergence of 
IaaS/PaaS/SaaS

Data center 
consolidation

Explosion of API & 
SaaS Apps

Cloud Extension 

Cloud-first as 
operating model

Cloud migration

Migrate legacy to 
cloud-based security

Mature Hybrid or 
Full Cloud

Secure Access 
Service Edge (SASE)

Ca
pa

bi
lit

y 
re

qu
ire

m
en

ts
Di

gi
ta

l T
ra

ns
fo

rm
at

io
n

Network DLP

IDPS

VPN

DDOS 
Protection

FW

SWG

Public Cloud 
Security

SD-WAN

ZTNA

Cloud UEBA

WAF

Cloud 
Discovery

Sandbox

CASB

Cloud SWGSSL 
Inspection

Cloud Firewall

Content 
Filtering

Cloud Threat & 
Data ProtectionCDN

WOC

IoT/OT

Hybrid Cloud & 
Edge Security

Rise of mobile 
workforce

Cloud-only as 
operating model

1 2 3 4 5
Journey to Secure Access Service Edge (SASE)
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Deriving Business Value 
With an Adaptive 
Architecture

34
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High-Value Business Use Cases

Business
Agility

Reducing User 
Friction

Shadow IT 
Control

Public Cloud 
Governance

Data
Protection
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Transformational Architectures - A Study of Business Value Benefits
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Agility

CostRisk

User Experience
Speed to Market
Data-Driven 
Decisions

Agility

Critical Asset 
Protection

Stability and 
Resiliency

Better Digital 
Citizens

Risk

Reduce TCO
Operational Efficiency
Cloud Spend 
Optimization

Cost

Business 
Value

Business value is optimized 
by finding the right balance of 
agility, risk and cost.  

Decrease
in Security 
Risk

85%

19%
Increase in Overall 
Business Through 
Better Agility

Source: ESG; https://www.netskope.com/lp-esg-economic-validation

51%
Lower Costs for 
appliances, bandwidth 
and FTEs



2023 © Netskope Confidential. All rights reserved.  

Current State Future State 

High Level Description Current on-prem FW, VPN & SWG Secure Access Service Edge (SASE)

Vendors Legacy Appliance & MPLS carrier reliance Full SASE including SD-WAN

Product/Platform 3 Vendors with Multiple Products 1 Platform

“Pane of Glass” Multiple Consoles + SIEM 1 Console + SIEM

Future Proof Solution for Cloud Needs No Yes

Visibility to Security Activity & Behavior Low High 

Network Architecture & Performance
Hair-pinning to Data Center 
Sub-optimal performance 

New Edge
High-Performing Security Cloud

End User Experience Sub-Optimal High Performance 

3 Year TCO (Network Bandwidth, Security, Resiliency) $$$$$$ $$$ 

Comparative Analysis of Key Technology Consolidation Benefits
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Key Outcomes

Improve user experience

The Internet becomes 
the new corporate 
network with improved 
response times  

Increase performance with 
direct access and cloud 
peering

Securely enable the use 
of Cloud

Control access to 1000’s of 
cloud apps and cloud 
infrastructure

Apply inline cloud and 
retrospective API controls

Apply data protection

Apply context-based 
policies to all web, email 
and cloud traffic

Govern data use in the 
cloud.  Know where data 
is, map data flows and 
coach employees

Apply threat protection

Identify and block new 
threats that emerge from 
the web, email, cloud and 
device

Block malware, phishing, 
drive-by, C&C etc

Manage cloud, third-
party, & AI risks

Assess each cloud 
application/service and 
apply risk-based policies 
to block, educate and 
provision secure access

Reduce third-party risk

Reduce costs through 
transformation

Consolidate controls with 
a Zero-trust, Risk-based & 
Data-centric suite of 
controls

Reduce existing costs by  
up to 30%
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Nate Smolenski
Head of Cyber Intelligence Strategy

@NateSmo1 nathansmolenski

nsmolenski@netskope.com

Thank you!


