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Demystifying Zero Trust, SSE and SASE
What is Continuous Adaptive Trust?
Why the network matters

Why SaaS control matters




What Trends Drive this Market

CYBER CRIMINALS TAKING
HYBRID WORK
(@) CLOUD SHIFT ADVANTAGE
Data sprawl across clouds & devices
increases breach and compliance risk.
Generative Al complex landscape.

The hybrid workforce requires a Cloud is disrupting apps,
faster, easier, more reliable user workloads and network & security
experience architectures
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aur New Reality Broke the Paradigm

SaaS Web Public Cloud
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Evolution in Enterprise Internet Traffic

NS /< \A . » 60%+ of traffic is SaaS and
& % BX% E(%%m cloud delivering 50% of threats
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Today’s internet requires a different approach.
One that is cloud native and speaks the language of the modern internet.
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Address Modern Security Gaps

IT LED BUSINESS LED USER LED WEB
5% Apps 95% Apps Choice of 1.5 Billion
managed by IT unmanaged 40,000+ apps websites
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( Data Breach Risk & Cloud Delivered Malware )
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Next-Gen SWG + Zero Trust Engine
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Netskope Zero Trust Engine
Make continuous, adaptive trust-based policy decisions in real-time

---------------------------------------------------

T U G G U
John from  Ona Managed Home Office OneDrive . Personal Upload Risky Company Data : Block Upload
- Instance Behavior Confidential - and Coach

Finance Device .
: Score : User

- Differentiate between thousands of SaaS instances
* Unique Data Protection + DLP approach
* Real-time user coaching

.
--------------------------------------------------

GW of traffic is SaaS and cloud, 9 5% of traffic is encrypted—where
0 delivering 50% of threats threats and data hide
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Netskope NewEdge Network

World-class coverage to deliver security without performance trade-offs
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Zero Trust SaaS Access
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Zero Trust SaaS Access
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Example of Why Context Matters

Challenge

* Hundreds of unmanaged Office 365 instances
in use

* Relying on tenant restrictions to block
unmanaged O365 instances is too disruptive

Solution

« Granular visibility and control of app instances

 Instead of blocking non-corporate instances,

safely enable them by restricting activities and
data movement

o netskope

Policies 0365 Instances

Allow all activities @
Allow all activities, but block
uploads of Pll and PHI

Corporate
Office 365

Partners (dozens)
Office 365

Personal (100+)
Office 365
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Data Protection Starts with Access Control

Q@@

Restrict user access based on \

users/groups, location & device Identlty

Block high risk or unnecessary \ A

cloud services

Restrict access to third party Instance Access RI?k. .
instances of allowed applications Control Mltlgathn
Block high risk activities such as upload,

edit and share

, All Saas, laaS, and Web whether

REDUCE SURFACE AREA IT-, business- or user-led

&)

-

i

»

-~ ldentify sensitive data or classification -}
labels DLP
- @\ Allow, Warn, Coach, Block or Prompt for MFA
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Data Protection + DLP

&

SaaS Web

- ©) ;

Netskope DLP .
laaS Email

Private Apps Devices

«N° netskope

/

DATA PROTECTION

* Prevent risky data movement using
Zero Trust context — no DLP required

ADVANCED DETECTION

» Leverage DLP for advanced detection
using exact match, fingerprinting, Al/ML

+ Accurate and reliable via a broad set of
advanced classification technologies

UNIFIED MODEL

+ Cloud-delivered, centralized policy

management, and always-on protections
-

\

J
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Six High-Impact Use Cases

e =y
PCI

Sensitive |—@ ‘_ i @

Information @

» SaaS$S app risk

* Instance awareness

» Control risky activities
» Shadow IT

* Personal apps

Complete
SaaS v
Visibility

and Control

EafetPI/ » Show acceptable use policy
nelels A - Protect sensitive data

Generative . .

Al * Enable innovation

«N° netskope

+ Account visibility

- Redirect new account
signup

« Govern specific services

Govern

Public
Cloud

« Create good digital citizens

Real-time — « Context-driven coaching
User - Gently warn vs. block
Coaching - Redirect to suggested app

 Require justification

- Ransomware

* Phishing

- Malicious websites
* Risky SaaS apps

* Insider threats

Stop

Threats
and

Ransomware

J
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Netskope Enables Seamless Integrations

Open platforms eliminate point solutions and allow for vendor consolidation and automation

Cloud Providers SaaS

100’s of Integrations and Partnerships

Cloud Onramp

aws

N—"

ftslack DOX EE Microsoft 365
200Mm % now.

Identity Management
MFA User Access

@{:’}Netskope Cloud Exchange

Netskor

BB Microsoft  oktal %

@ CYBERARK" [RAOSTS Ss N

onelogin

Endpoint Management
App Updates

Endpoint Security / XDR

Device Posture and Threat

vmware airwatch \GROWDSTRIKE () SentinelOne

€ TANIUM Microsoft Intune

Windows Defender ATP ~ VIMWare Carbon Black

& 4 cybereason

€ TaNnIUM
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salesforce

wc@y A ATLASSIAN @

Google Workspace ORACLE

SIEM & SOAR

Incidents, Logs, and Threat

Azure Sentinel now

splunk> 4, exabeam

QrFireeye § BM Security
RAPIDP

& EMAIL SECURITY
@ Threats, loCs, Data

mimecast B Microsoft

Branch Router / SD-WAN
Network Routing

A\ siverpeak ',':Il's'élc',' O viptela

veldcldud FiERTINET
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FORRESTER’

Strong
Chall C d Performers Leaders

Stronger

current

offering

A

@ Broadcom
Lookout (=)
Weaker
current
offering

Weaker strategy

B Stronger strategy

Forrester Wave Security Service Edge Solutions, Q1 2024

«N° netskope

Netskope has the Strongest Current Offering of
any SSE player in the space.

“‘Netskope should be at the top of this list for
enterprise clients looking to secure the remote
workforce and provide comprehensive data
protection.”
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Gartner

Figure 1: Magic Quadrant for Security Service Edge

@ Cisco

@ Broadcom
@ iboss

@ Cloudflare

ABILITY TO EXECUTE

@ Palo Alto Networks

@ Skyhigh Security

@ Forcepoint

@ Lookout

COMPLETENESS OF VISION e

Source: Gartner
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As of February 2023

© Gartner, Inc

Netskope named the Leader in the 2023
Gartner MQ for Security Service Edge

» Netskope ranks highest versus any other
leader in 2023 Gartner Critical Capabilities
for SSE across all use cases

« Netskope has been named a Leader
by Gartner seven years in a row
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